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Sessions

● Digital security basics
● Protection from malware
● Browser security & privacy
● Online anonymity & censorship circumvention



  

Session 1: 
Digital security basics



  

So what am I even protecting?



  

Threat models

● What do you want to protect?
● Who do you want to protect it from?
● How likely is it that you will need to protect it?
● How bad are the consequences if you fail?
● How much trouble are you willing to go through 

in order to try to prevent those?



  

Evaluating your tools: 
Key questions

1. Is it open source or is it proprietary?

2. What is the business model of the company 
which owns the service?

3. What are the terms of service?

4. Has the tool been securely audited?

5. Who carried out the security audit?



  



  



  

Alternative App Centre

https://myshadow.org/resources


  

And remember to always update your software!



  

Encryption



  

Three concepts to understand in 
encryption

1. Private and public keys

2. Security certificates

3. Key Fingerprints (e.g. 342e 2309 bd20 
0912 ff10 6c63 2192 1928)



  

So if I encrypt my stuff, I'm TOTALLY safe right?!

Er... no.

How did Hacking Team get hacked?

They used passwords like Passw0rd.



  

KeePassX: 
Secure Password Manager

● Save all your passwords in one encrypted 
database

● Copy & paste passwords so you don't need to 
memorize them

● Generate completely random (& secure) 
passwords



  

Install KeePassX



  

Resources

● Passwords: https://securityinabox.org/en/guide/passwords

● KeePassX (Windows):
https://securityinabox.org/en/guide/keepassx/windows

● KeePassX (macOS):
https://securityinabox.org/en/guide/keepassx/os-x

● KeePassX (Linux): 
https://securityinabox.org/en/guide/keepassx/linux 

● Free software: https://www.gnu.org/philosophy/free-sw.en.html

● Encryption: https://ssd.eff.org/en/module/what-encryption 

https://securityinabox.org/en/guide/passwords
https://securityinabox.org/en/guide/keepassx/windows
https://securityinabox.org/en/guide/keepassx/os-x
https://securityinabox.org/en/guide/keepassx/linux
https://www.gnu.org/philosophy/free-sw.en.html
https://ssd.eff.org/en/module/what-encryption


  

Session 2: 
Protection from malware



  

How much of a threat is malware?



  

Kaspersky Labs Interactive Map



  

How do I get infected?



  



  



  



  



  



  http://www.cjr.org/analysis/keylogging_digital_security.php



  



  

How can I protect myself?



  

Defending against malware

Tools:
●     Anti-Malware scanner - Malwarebytes
●     Anti-virus programs - Avast, Avira
●     Anti-Spyware – Spybot, Detekt



  

VirusBTN.com



  

Defending against malware

Tips:
●     Activate your firewall
●     Watch out for suspicious links
●     Don't forget about physical security



  

Session 3: 
Browser security & privacy



  

Choosing your browser

● Is it open source or proprietary?
● What is the business model of the company 

which owns the browser?
● Can I enhance my privacy & security?



  

Change your default privacy 
settings

● Limit online tracking (Do Not Track)
● Remove cookies
● Clear history
● Incognito mode



  

Alternative search engines

● DuckDuckGo
● Searx
● StartPage
● Ixquick



  



  



  



  



  



  

Resources

● https://myshadow.org/increase-your-privacy
● Firefox security (Windows): 

https://securityinabox.org/en/guide/firefox/wind
ows

● Firefox security (macOS): 
https://securityinabox.org/en/guide/firefox/os-x

● Firefox security (Linux): 
https://securityinabox.org/en/guide/firefox/linux

● https://myshadow.org/resources 

https://myshadow.org/increase-your-privacy
https://securityinabox.org/en/guide/firefox/windows
https://securityinabox.org/en/guide/firefox/windows
https://securityinabox.org/en/guide/firefox/os-x
https://securityinabox.org/en/guide/firefox/linux
https://myshadow.org/resources


  

Session 4: 
Online anonymity & censorship 

circumvention



  



  



  



  



  



  

https://www.eff.org/pages/tor-and-
https



  

● Tor Browser
● Tor hidden services (“onion services”)
● Tor relays
● Orbot (Android)
● Orfox (Android)
● Onion Browser (iOS)
● Tails



  

Install Tor Browser



  

Install Orbot & Orfox (Android) or 
Onion Browser (iOS)



  



  

Digital Hygiene: 
Top Tips to Keep it Clean!

● Use strong passwords.
● Watch out for suspicious links & attachments 

(malware).
● Secure your devices with full-disk encryption.
● Encrypt your files, emails, and communications.
● Connect securely with HTTPS Everywhere.
● Anonymize your connections using Tor Browser.
● Use secure software alternatives.



  

Resources

● https://www.eff.org/torchallenge/what-is-tor.html
● https://securityinabox.org/en/guide/torbrowser/linux
● https://securityinabox.org/en/guide/torbrowser/os-x
● https://securityinabox.org/en/guide/torbrowser/windo

ws
● https://www.torproject.org/
● https://tails.boum.org/install/win/usb/index.en.html
● https://tails.boum.org/install/mac/usb/index.en.html
● https://tails.boum.org/install/linux/usb/overview/index.

en.html

https://www.eff.org/torchallenge/what-is-tor.html
https://securityinabox.org/en/guide/torbrowser/linux
https://securityinabox.org/en/guide/torbrowser/os-x
https://securityinabox.org/en/guide/torbrowser/windows
https://securityinabox.org/en/guide/torbrowser/windows
https://www.torproject.org/
https://tails.boum.org/install/win/usb/index.en.html
https://tails.boum.org/install/mac/usb/index.en.html
https://tails.boum.org/install/linux/usb/overview/index.en.html
https://tails.boum.org/install/linux/usb/overview/index.en.html
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