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Sessions

● Email encryption

● File encryption

● Encrypting instant messages & VoIP calls



  

Session 1: 
Email encryption



  

https://vimeo.com/134932244

https://vimeo.com/134932244


  

Tools for email encryption

● Thunderbird: An open source email client for 
sending, receiving, and storing emails without a 
browser.

● GNU Privacy Guard (GPG): Open source 
software capable of encrypting, decrypting, 
and digitally signing messages and files.

● Enigmail: A Thunderbird add-on that allows 
you to use GPG for email encryption.



  

What can GPG do?

● Encrypt messages & files
● Decrypt messages & files
● Digitally sign messages & files
● Manage keys:

- Create private & public keys

- Manage a list of keys

- Certify keys

- Revoke or disable keys



  

CAUTION!

GPG does NOT hide who you are 
talking to, nor does it hide the fact that 
you are using GPG.



  

GPG keys

● Private key: A passphrase for encrypting and 
decrypting emails. This should be kept 
private!!!

● Public key: A string of numbers that can be 
made public (online), enabling others to send 
encrypted emails to you. 



  

● Alice wants to send an email to Bob.
● She first acquires Bob's public key, so that she 

is able to send an encrypted email to him.
● She then uses her private key (passphrase) to 

encrypt her email to Bob's public key.
● Bob receives an encrypted email from Alice & 

uses his private key (passphrase) to decrypt it.



  

Install Thunderbird (and add an 
email account to it)



  

Install Gpg4win (Windows) or 
GPG Suite (macOS)



  

Enigmail

● Install Enigmail (via Thunderbird add-ons)
● Configure Enigmail to generate GPG keys
● Create a Revocation Certificate
● Configure your email to work with Enigmail 

(OpenPGP Security via Account Settings)



  



  

Resources

● Windows:
https://securityinabox.org/en/guide/thunderbird
/windows

● MacOS:
https://securityinabox.org/en/guide/thunderbird/
os-x

● Linux: 
https://securityinabox.org/en/guide/thunderbird/l
inux

● https://myshadow.org/resources/the-key-concep
t?locale=en
 

https://securityinabox.org/en/guide/thunderbird/windows
https://securityinabox.org/en/guide/thunderbird/windows
https://securityinabox.org/en/guide/thunderbird/os-x
https://securityinabox.org/en/guide/thunderbird/os-x
https://securityinabox.org/en/guide/thunderbird/linux
https://securityinabox.org/en/guide/thunderbird/linux
https://myshadow.org/resources/the-key-concept?locale=en
https://myshadow.org/resources/the-key-concept?locale=en


  

Session 2: 
File encryption



  

Full disk encryption

● Windows: BitLocker (built-in software)

● MacOS: FileVault (built-in software)

● Linux: LUKS (upon installation of operating 
system)



  

VeraCrypt

● An electronic safe in which you can protect your 
files.

● Create encrypted “containers” (called 
“volumes”) to store your files.

● Create hidden volumes to hide the fact that you 
have certain files on your computer at all.



  

VeraCrypt volumes

● Standard volume: Protect your files with a 
passphrase that needs to be entered to access 
them.

● Hidden volume: Protect your sensitive files 
with two passphrases – the one opens the 
“outer volume”, and the other opens the “hidden 
volume”.



  

Install VeraCrypt



  

Resources

● Windows: 
https://securityinabox.org/en/guide/veracrypt/w
indows

● MacOS: 
https://securityinabox.org/en/guide/veracrypt/os
-x

● Linux: 
https://securityinabox.org/en/guide/veracrypt/lin
ux

https://securityinabox.org/en/guide/veracrypt/windows
https://securityinabox.org/en/guide/veracrypt/windows
https://securityinabox.org/en/guide/veracrypt/os-x
https://securityinabox.org/en/guide/veracrypt/os-x
https://securityinabox.org/en/guide/veracrypt/linux
https://securityinabox.org/en/guide/veracrypt/linux


  

Session 3: 
Encrypting instant messages & 

VoIP calls



  

Off-the-Record (OTR): 
Protocol for encrypted IM

● Encryption: No one else can read your 
messages.

● Authentication: You are assured the 
correspondent is who you think it is.

● Deniability: No digital signatures that can be 
checked by third parties.

● Perfect forward secrecy: If you lose control of 
your private keys, no previous conversation is 
compromised.



  



  



  

ZRTP: 
Protocol for encrypted VoIP

● Encryption

● Authentication (prevents man-in-the-middle 
attacks by requiring users to compare an 
authentication string)

● Perfect forward secrecy (the keys are 
destroyed at the end)



  



  

Install Jitsi



  

Tor Messenger



  

Meet.jit.si



  

Signal



  

Resources

● Windows: 
https://securityinabox.org/en/guide/jitsi/windows

● MacOS: https://securityinabox.org/en/guide/jitsi/os-x
● Linux: https://securityinabox.org/en/guide/jitsi/linux
● Signal: 

https://securityinabox.org/en/guide/signal/android  
● https://meet.jit.si/
● https://blog.torproject.org/blog/tor-messenger-beta-chat-

over-tor-easily
 

https://securityinabox.org/en/guide/jitsi/windows
https://securityinabox.org/en/guide/jitsi/os-x
https://securityinabox.org/en/guide/jitsi/linux
https://securityinabox.org/en/guide/signal/android
https://meet.jit.si/
https://blog.torproject.org/blog/tor-messenger-beta-chat-over-tor-easily
https://blog.torproject.org/blog/tor-messenger-beta-chat-over-tor-easily
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